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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle. Not
all technologies identified are available for all cloud services.

Disclaimer

The information in this document may not be construed or used as legal advice about the
content, interpretation or application of any law, regulation or regulatory guideline.
Customers and prospective customers must seek their own legal counsel to understand
the applicability of any law or regulation on their processing of personal data, including
through the use of any vendor’s products or services.
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Introducing The Regulation
Official Journal L 119

of the European Union

A The General Data Protection Regulation (“GDPR”) (2]

replaces the over fifteen year old existing EU Data e Legislation ot 2016
Protection Directive. Contns ! Legilave acs
. REGULATIONS
A New statutory requirements for both controllers and
*  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 1
p ro C e S S O rs . of natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation) ( ! )
A The requirements include a new liability and DIRECTIVES
sanction regime. " e o i resrd 0o it of pro s 1 ot st r o g o

the prevention, investigation. detection or prosecution of criminal offences or the execution of criminal
penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA

A Key Dates
y *  Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 2016 on the use of 132
. passenger name record (PNR) data for the prevention, detection, investigation and prosecution of terrorist
Published: May 4, 2016

offences and serious crime

’
I Enforceable law on May 25, 2018 —

(") Text with EEA relevance

Acts whose titles are printed in light type are those relating to day-to-day management of agricultural matters, and are generally valid for

a limited period.
E N The titles of all other Acts are printed in bold type and preceded by an asterisk.

Ihttp://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L .2016.119.01.0001.01.ENG&toc=0J:L:2016:119:TOC
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Some Key Aspects of the Regulation

Harmonization of privacy laws

Current patchwork of 28 laws become one (with some exceptions)

Global applicability

Stronger rights for individuals
Mandatory breach notification
Joint controllers/joint liability
Opt-in consent

Data transfers

Collective redress

Common enforcement
Increased fines

Need for data protection

Organizations established in the EU as well as organizations outside the EU
offering goods and services to EU-based individuals

Right to removal/erasure/to be forgotten - user can request this any time
Within 72 hours to regulators, “Without delay” to users

Between Data Controllers and Processors

Clear to user, no opt-out, use data only as agreed with user (owner)
Privacy rights attach and follow data as it moves globally

Opens up possibility for class action law suits from individuals

Data Protection authorities will enforce in consultation with each other
Up to 4% of global turnover or €20,000,000, whichever is higher

Explicit need for, data protection by design and default, and security of
processing
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Oracle Promotes Strong Security Principles

Least Privilege Defence-in-Depth

RESTRICTED
— AREA—

AUTHOR'ZED - =
PERSONNEL R\ Yo

Infrastructure

Database

Middleware

Applications

For all your sensitive data including Intellectual Property, Business Information or Personal Information
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Oracle Security Controls which can help with EU GDPR
People Security Data Security

Authentication

. Governance

Audit

Segregation of Duty

Data Masking

Self-Service

Compliance Administrative Controls

Access Mgmt Audit Detective Controls

Oracle customers have been using these controls to help them to comply
with the 1995 EU Directive on Data Protection for a number of years
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Oracle Security Products

Applicable for Protecting Personal Information (or any other company sensitive information)

Existing Systems

Data Security

C Could be changed to use a shared
authentication and access control
infrastructure

C Should be retro-fitted to increase

security of their databases (minimum
impact on database)

C Should be managed so that people who .
have changed role or left an organisation People Security
no longer have access to applications

ORACLE

New Systems

C Should have their databases set up
securely with appropriate database
security tools

C Should leverage a shared Identity and
Access Management infrastructure
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EU-GDPR advocates the use of data protection measures in
several of its provisions

Oracle’s existing security products and security cloud services
help to protect data

Let’s take a closer look ...
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Oracle Security Products and Services summary

A Database Security

I Oracle Advanced Security

A Data at rest encryption

A Data Redaction
I Oracle Database Vault

A Protection against privileged users e.g. DBA
I Oracle Audit Vault Database Firewall

A Central warehouse of log records from multi-vendor
database and non-databases

A Protection against SQL Injection attacks (multi-vendor
databases)

I Oracle Label Security

A Extra protection for very important rows

I Data Masking

A Masking of sensitive data outside of production
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A 1dentity and Access Management

I Oracle Identity Governance

A User lifecycle management (Joiners, movers, leavers)
I Oracle Access Management

A Single sign-on, 2FA
I Oracle Directory Services

A LDAP offering (including virtualised Directory)

A Security Cloud Services

I DB Cloud can make use of DB security features/options

A Some options must be deployed on-premise
I Oracle Identity Cloud Service
I Oracle Cloud Security Service (Palerra acquisition)

I Oracle API Platform Cloud Service (not released yet)
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Oracle Solutions that May Assist with GDPR compliance

Data protection by design and by
default - Art. 25

How Oracle Technology may assist

Oracle Products/Security Cloud Services

Implement appropriate technical and
organizational measures, such as
pseudonymization, which are designed
to implement data-protection principles,
such as data minimization in an effective
manner and to integrate the necessary
safeguards into the processing in order
to meet the requirements of this
Regulation and protect the rights of data
subjects

Data Security

To protect Personal Data in new or
existing applications by deploying
appropriate database security products.

To mask (pseudonymization) copies of
production Personal Data used in test
and development environments to
reduce the risk of exposure of Personal
Data.

To redact Personal Data e.g. Date-of-
birth can be redacted e.g. **-**-1985 to
minimise access to Personal Data via
applications.

Oracle Database Security
Oracle DBCS High/extreme performance

Oracle Data Masking

Oracle Advanced Security

ORACLE

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 11



Oracle Solutions that May Assist with GDPR compliance

Data protection by design and by How Oracle Technology may assist Oracle Products/Security Cloud Services
default - Art. 25 (continued)
Ensure that, by default, personal data People Security
are not made accessible without the To provision only the right people Oracle Identity Governance Suite
individual’s intervention to an indefinite  (employees, contractor, customers, Oracle Access Management Suite
number of people partners) with access to the right Oracle Identity Cloud Service

Personal Data at the right time. Oracle Cloud Security Service

API Security

APIs that provide access to Personal Oracle API Platform Cloud Service

Data must be protected
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Oracle Solutions that May Assist with GDPR compliance

Security of Processing - Art. 32

How Oracle Technology may assist

Oracle Product

Implement appropriate technical and

organizational measures to ensure a

level of security appropriate to the risk,

including inter alia as appropriate:

(a) the pseudonymization and
encryption of personal data;

(b) the ability to ensure the ongoing
confidentiality, integrity, availability

and resilience of processing systems

and services;

(c) the ability to restore the availability
and access to personal datain a
timely manner in the event of a
physical or technical incident

Data Security

To mask Personal Data outside of
production databases.

To encrypt Personal Data stored in, and

travelling to and from Oracle databases.

To manage keys used to encrypt
databases containing Personal Data.

To protect against privileged users

To protect against SQL injection attacks
on databases containing Personal Data.

To replicate Personal Data

To enable hot standby of Personal Data
To enable resilience of processing

To protect databases on Oracle Cloud

Oracle Data Masking
Oracle Advanced Security
Oracle Key Vault

Oracle Database Vault

Oracle Audit Vault Database Firewall

Oracle Data Guard

Oracle Real Application Clusters
Oracle Zero Data Loss Recovery
Appliance

Oracle DBCS High/extreme performance
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Oracle Solutions that May Assist with GDPR compliance

Security of Processing - Art. 32 How Oracle Technology may assist Oracle Product
Implement appropriate technical and People Security
organizational measures to ensure a To manage lifecycles of users accessing  Oracle Identity Governance

level of security appropriate to the risk, Personal Data.
including inter alia as appropriate:

(a) the pseudonymization and To centralise authentication of users Oracle Access Management
encryption of personal data; accessing Personal Data Oracle Directory Services
(b) the ability to ensure the ongoing Oracle Identity Cloud Service
confidentiality, integrity, availability Oracle Cloud Security Service
and resilience of processing systems
and services; API Security Oracle API Platform Cloud Service
(c) the ability to restore the availability = To protect APIs providing access to
and access to personal datain a Personal Data

timely manner in the event of a
physical or technical incident
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Oracle Solutions that May Assist with GDPR compliance

Security Breach/Notification to Data
Subjects - Art. 34

How Oracle Technology may assist

Related Oracle Products

The controller is exempt from notifying
the data subjects about a high risk
breach if the controller can
demonstrate to the SA that it has
implemented appropriate information
security measures that render the data
unintelligible to any person not
authorized to access it (e.g. via
encryption) or taken measures to
mitigate the high risk for data subjects

Oracle can supply the customer with a
range of security products/services that
help to provide an end to end security
architecture for Personal Data that:

Data Security
protect databases

People Security
protect applications
manage user access

API Security
protect APIs

Oracle Advanced Security

Oracle Key Vault

Oracle Database Vault

Oracle Audit Vault Database Firewall

Oracle Access Management
Oracle Identity Governance
Oracle Directory Services
Oracle Cloud Security Service

Oracle API Platform Cloud Service
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Oracle Solutions that May Assist with GDPR compliance

General conditions for imposing How Oracle Technology may assist Related Oracle Products
administrative fines - Art. 83

Administrative fines shall, depending on
the circumstances of each individual
case, be imposed in addition to, or
instead of, measures referred to in See Oracle technology related to Articles 25 and 32 above
points (a) to (h) and (j) of Article 58(2).
When deciding whether to impose an
administrative fine and deciding on the
amount of the administrative fine in
each individual case due regard shall be
given to the following:

... the degree of responsibility of the
controller or processor taking into
account technical and organisational
measures implemented by them
pursuant to Articles 25 and 32;
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Oracle Solutions That May Assist with EU-GPDR Compliance

Database Security

GDPR Term Oracle Security Solutions

Encryption & Redaction

Encryption /

Pseudonymous Data

Key Management

Data Masking

Limited Access to Data § Data Label Security

Risk Assessment Audit Vault & DB Firewall

Database Vault SoD
Breach Notification

Identity Governance
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Oracle Solutions That May Assist with EU-GPDR Compliance

Identity and Access Management

GDPR Term Oracle IAM Solutions

Monitor & Assess Enterprise Mgr IAM Pack

Access Management

User Identification

Identity Governance

Access to Data ) )
Directory Services

Unified Access Enforcement API Platform Cloud Svc

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 18



[ B S aes e

2
O
b
~—t
=

i.;i\:\/\'lhite’paperj{é}h Database Security and GDPR |
~ (Everyjourney starts from where
C e you stand today)


http://www.oracle.com/technetwork/database/security/wp-security-dbsec-gdpr-3073228.pdf
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