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From targeted marketing to fraud detection

How graph databases can complement relational technology

Hans Viehmann
Product Manager EMEA
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Graph —an important growth area for data & analytics

Gartner Identifies Top 10 Data and Analytics
Technology Trends for 2019

Gartner
Trend No. 5: Graph

Graph analytics is a set of analytic techniques that allows for the exploration of relationships
between entities of interest such as organizations, people and transactions.

The application of graph processing and graph DBMSs will grow at 100 percent annually through

2022 to continuously accelerate data preparation and enable more complex and adaptive data
science.

Graph data stores can efficiently model, explore and query data with complex interrelationships

across data silos, but the need for specialized skills has limited their adoption to date, according
to Gartner.

Graph analytics will grow in the next few years due to the need to ask complex questions across
complex data, which is not always practical or even possible at scale using SQL queries.

Source: Gartner press release, 2/18/2019, www.gartner.com/en/newsroom/press-releases/2019-02-18-gartner-

identifies-top-10-data-and-analytics-technolo
ORACLE
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https://twitter.jeffprod.com

A social network generated
from Game of Thrones.

The color of a vertex indicates
its community.

The size of a vertex
corresponds to its PageRank
value, and the size of its label
corresponds to its
betweenness centrality.

An edge’s thickness represents
its weight.
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https://www.macalester.edu/~abeverid/thrones.html

Graph Data Model
* What is a graph?

— Data model representing entities as
. : : B
vertices and relationships as edges
— Optionally including attributes ° /@
— Also known as ,linked data“ G
* What are typical graphs?

— Social Networks
* LinkedIn, facebook, Google+, ...

— IP Networks, physical networks, ...

— Knowledge Graphs
* Apple SIRI, Google Knowledge Graph, ...

ORACLE
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Graph Data Model
* Why are graphs popular?

— Easy data modeling @ a
* whiteboard friendly“
— Flexible data model
* No predefined schema, easily extensible ° /@
* Particularly useful for sparse data G
— Insight from graphical representation
* Intuitive visualization
— Enabling new kinds of analysis
* Overcoming some limitations in relational

technology
* Basis for Machine Learning (Neural Networks)

ORACLE
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Oracle’s Spatial and Graph Strategy

Enabling Spatial and Graph use cases on every platform

Oracle Database Oracle Big Data Cloud
Spatial and Graph Option Spatial and Graph Services

l{>

8-

—

p——
ié ‘ﬁ Database Cloud Service
Exadata Exadata Cloud Service

Big Data Appliance
Commodity Hadoop
Spark

Non-Engineered Systems

ORACLE
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Two Graph Data Models

Property Graph Model ta *" = Financial
NeIdEIMNEIAW/eIg '@ - Path Analytics “tul#j = Retail, Marketing
Analysis * Social Network Analysis = f‘/l‘ = Social Media
:gf —————— 8=—~___ = Smart Manufacturing

* Entity analytics

~ = Life Sciences

Linked Data RDF Data Model BRIl &7
Knowledge _ — {-= = Health Care
=tk Data federation AN = publishing
rapns * Knowledge representation o mm B EEI = Finance
Use Case Graph Model Industry Domain

ORACLE
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Graph Property Graph Analysis for Business Insight

|dentify Discover Graph Patterns Generate
Influencers in Big Data Recommendations
® /“V“
G A
| A /)
Al / o /
0 AA

L

AA
y) Y
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Targeted Marketing in Telco i atlba” a

* Model each subscriber as a vertex in the graph

* Interactions between subscribers are represented by edges
— Taking into account both on-net and off-net

* Based on call data records for voice, SMS, MMS

— Usually combining all interactions in a property representing the strength of the edge
* Using centrality algorithms to determine important customers

* Target these customers with marketing campaigns for retention
— Reducing churn risk for all additional customers he/she is connected with

ORACLE
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Graph Analysis: Influencer Identification

* Measuring importance using Page
Rank

* Original algorithm developed by
Larry Page for ranking in Google

* Making a node connected to by
important nodes also important

* Can be measure of trust or
prominence

ORACLE
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BANCO DE
GALICIA

Banco de Galicia

* Customer profitability analysis
— Part of larger Hadoop/Big Data project

= gFlujoDinero201612

* Analysis of banking transactions

— Focus on corporate customers

* |dentification of undesired behavioural
patternsl eg' = gFlujoDinero201612

— Customers using other banks to make large
numbers of transactions

— Many of which flow back to Banco Galicia

Increase fees, terminate contracts, or
move activities to Banco Galicia

Implemented by Oracle Consulting

ORACLE
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Standard Bank, South Africa

" S

* Customer 360° analysis
— Master data and transaction data -

* Using customer ecosystem to
identify potential new customers

* Evaluating money flows
— Especially with non-banked contacts
— Determining important entities

* Follow up with targeted marketing
activities

ORACLE

AAAAAAAAAAA

Copyright © 2019 Oracle and/or its affiliates. All rights reserved. | 14



Paysafe:
Paysafe

* Providing online payment solutions

— Real-time payments, e-Wallets

— 1bn revenue/yr 1m

— 500000 payments/day Bank . poterroom

Account ..

* Strong demand for fraud detection

e
— Only feasible with graph data g% . e

— In real-time, upon money movement

-3

— During account creation = casino
— In investigation, visualizing payment flows S st
* Storing payments in database . TP

— Refreshing graph using delta update

ORACLE
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Suspicious patterns in e-payments
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S

BIG DATA since

Romanian Police Force

* Creating Knowledge Graphs from all kinds

of content
— Social media networks, documents, images, W icttorm overview S\
audio, video, structured data T
— Using machine learning (text analysis, Ingestion Enrichment Analysis
classification, entity extraction, face Y
recognition, speech2text, ... . O
* Enabling relationship analysis and o o [t
semantic search e s s
* bigCONNECT platform built by mWARE T

— Running on Big Data Applicance, Big Data Cloud
Service or commodity Hadoop

ORACLE
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Ministry of Finance, Eastern Europe

* Detecting relationships between people, EU VAT fraud
accounts, companies
— Similar to Paradise Papers . :
* |dentifying suspicious patterns i ;
— Circular money transfers BB —i’@_’@_’m‘”—’my
— Connections (existing path/shortest path) to Otherci%gvmber ?i fagke o ReEe.T; e 5 Other;uu::greymber
companies in tax havens | é: # ‘%4 :3') é: |
* Ingesting accounting data in SAF-T format i i ) A M . i i
— Hadoop-based processing (Oozie, Spark, Hive) E oi 7'%_7 7'%_7 ;—7‘77 ;: E
— Terabytes of data, rapidly growing e ooty Tty oy |

* Interactive graph analysis in Apex with
Cytoscape.js

ORACLE

Copyright © 2019 Oracle and/or its affiliates. All rights reserved. | 18



Oracle Graph Analytics Architecture

:g_ raph Analy
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Notebook integration

* Multi-purpose notebook for data analysis
and visualization

— Browser-based script and query execution

* For documentation and interactive
analysis

— Typically used by Data Scientist

Interpreters for graph analysis and graph
pattern matching

— PGX, PGQL, Markdown

Graph visualization

Integrated with Graph Cloud Service

ORACLE

@ Zeppelin asinos - e

Reachability

Our Green-Marl program will populate it. Then we will run some code to query this property and return the graph nodes with a high
value for it.

f/{ create a new property named "count’
count = graph.createVertexProperty(PropertyType.INTEGER, "count");

==» Vertex Property named 'count' of type integer belonging te graph flight
Now we are ready to run our Green-Marl program against the graph:

Run this paragraph
(Shift+Enter)

Q. search . admin@oracle.c.

= ORAcLe Oracle Labs Data Studio

[ copy of cOW/OOW ©
Publish Notebook & tedi el T Layout Default Template # Defa

Download Files Build Graph

getGraph (graphName)

Properties('/var/shared/btc.json’, graphName)

Graph Stats . ® @&
253 ms @ 11:26:5

#pggl #pggl
SELECT COUNT(*) AS Vertices SELECT COUNT(#) AS Edges
FROM 0OW_graphd FROM 0OW_graphd )
MATCE (v} MATCH () -[e]-> () Visibility
Title
Vertices Edges
o Code
364735 751089 . Result
) Settings
Page 10of 1 (1of 1items) Page 1 of 1 (10f 1items)
- In IFrame
Transactions per Bitcoin Address Pagerank Top 6
& b 2 e A Ho Bl R = L ® ] value
166682 0.0018036832040004724
287831 0.0015917534143622494
- ‘h 247741 0.0014478206328467209
i
= o I 150650 0.0014050903831874285
. 181060 0.0013945728538161453
45172 0.0013637063958313869
Page 10f1 (1-6 of 6 items)

Copyright © 2019 Oracle and/or its affiliates. All rights reserved. | 20



Example: Betweenness Centrality in Big Data Graph
Over 50 pre-built graph algorithms o

analyst.vertexBetweennessCentrality (pg)
.getTopKValues (15)

ORACLE
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Basic graph pattern matching

* Find all instances of a given pattern/template in the data graph

SELECT v3.name, v3.age
FROM socialNetworkGraph

WHERE vl.name = €‘Amber’

MATCH (v1:Person) -[:friendOf]-> (v2:Person) -[:knows]-> (v3:Person)

-

:worksAt{1831}
startDate =’09/01/2015’

:Person
name = ‘Amber’ \@
age = 25 :friendOf{1173}

:friendOf {2513}
since =’08/01/2014’

age =30

:Person :knows{2200}
name = ‘Paul’

:Company
name = ‘Oracle’
location =
‘Redwood City’

:Person
name = ‘Heather’

age = 27 /

ORACLE

socialNetwor
k

Query: Find all people who are
Graph known by friends of “Amber’.

Copyright © 2019 Oracle and/or its affiliates. All rights reserved. |
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Basic graph pattern matching

* Find all instances of a given pattern/template in the data graph

SELECT v3.name, v3.age
FROM socialNetworkGraph

WHERE vl.name = €‘Amber’

MATCH (v1:Person) -[:friendOf]-> (v2:Person) -[:knows]-> (v3:Person)

-

:worksAt{1831}
startDate =’09/01/2015’

:Person
name = ‘Amber’ \@
age = 25 :friendOf{1173}

:friendOf {2513}
since =’08/01/2014’

age =30

:Person :knows{2200}
name = ‘Paul’

:Company
name = ‘Oracle’
location =
‘Redwood City’

:Person
name = ‘Heather’

age = 27 /

ORACLE

socialNetwor
k

Query: Find all people who are
Graph known by friends of “Amber’.

Copyright © 2019 Oracle and/or its affiliates. All rights reserved. |
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Property Graph Visualization

New visualization component (PGViz), planned for CY20

* Single-Page Web Application based on
Oracle JET and D3.js

* Takes PGQL Query as input, renders
result set visually

* Uses the same JavaScript visualization
component Graph Studio (Graph Cloud
service) is using

* Will support PGQL-to-PGX initially, but
can work with anything that supports
PGQL (including PGQL-to-SQL)

ORACLE

acle and/or its

affiliates. A

rights

reserved. | Oracle Confidential — Interna




Combining Graph Analytics and Machine Learning

Graph Analytics Machine Learning

Add to
structured data

* Build predictive model
using graph metric

* Compute graph metric(s)

* Explore graph or compute Add to graph * Build model(s) and
new metrics using ML result score or classify data

ORACLE

Copyright © 2019 Oracle and/or its affiliates. All rights reserved. |



Practical example — Student classification

students

* Can you predict a student’s major or
department just by looking at the
classmates in the course that (s)he is
taking?

* Very similar to customer segmentation
problem

— Student => Customer

— Course taking => Item or service purchase
— Department => Segment label

ORACLE

Copyright © 2019 Oracle and/or its affiliates. All rights reserved.
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Evaluation — Comparison

1. CNN trained on “standard” features
(e.g., student age, courses taken, ...)

2. Use PPR and predict the department of
the highest-scoring vertex

3. Train a CNN on vertex embeddings
extracted with DeepWalk

4. Add “standard” features beside graph
embeddings

ORACLE

students

Copyright © 2019 Oracle and/or its affiliates. All rights reserved.
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Results

* (Result #1) Graph-based prediction gives better * (Result #2) Deep-Walk preserves information
result than naive application of ML (e.g. CNN) on from graph representation
basic student features (e.g. age, gender,

background, ...) * (Result #3) Deep-Walk allows to combined graph

data with other features

PPR (Graph Algorithm) ] ‘ CNN on Original + Graph Features ]
0.8 —

0.8 .
W

0.7 0.77

0.6 1 0.6 -

05, 0.5 CNN on Extracted Graph Features
ok g (from deep-walk)
5 0.41 5 0.41
(@) L. @)

g 034 CNN on Original Features ] < 0.3
0.2 1 0.2 Categorical
—J— PPR
0.11 Categorical 0.1 —=— DeepWalk
00 —— PPR —4— DeepWalk+Categorical
0 20 40 60 80 100 120 140 160 0.0 50 40 60 80 100 120 140 160
Iterations Iterations

Copyright © 2019 Oracle and/or its affiliates. All rights reserved. |
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Data Processing Workflow

* Convert raw dataset to graph

* Load graph into in-memory
analytics engine

* Execute graph algorithm

— Analyze result

* Export embedding

Use for Machine Learning
— eg. using Oracle Advanced Analytics

ORACLE

Shell Java

pex> model = analyst.deeplWalkModelBuilder().
setMinWordFrequency(1).
setBatchSize(512).
setNumEpochs(1).
setlayersize(lae).
setlearningRate(®.85).
setMinLearningRate(®.80081).
sethWindowsize(3).
sethWalksPerVertex(6).
setWalkLength(4).
setSampleRate(@.000a81) .
setNegativeSample(2).
setValidationFraction(e.01).
build()

Training the DeepWalk model

We can train a peeplialk model with the specified (defau

Shell Java

pgxr model.fit{graph)

Copyright © 2019 Oracle and/or its affiliates. All rights reserved. |
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°
Summary -
Graph capabilities in Oracle Big Data Spatial and Graph ° ..° o

* Graph databases are powerful tools, complementing relational databases
— Especially strong for analysis of graph topology and connectedness

* Graph analytics offer new insight
— Especially relationships, dependencies and behavioural patterns

* Oracle Property Graph technology offers

— Comprehensive analytics through various APls, integration with relational database
— Scaleable, parallel in-memory processing
— Secure and scaleable graph storage using Hadoop platform or Oracle Database

* Available both on-premise or in the Cloud already today

ORACLE
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More information

* Oracle Big Data Spatial and Graph OTN product page: Q\

www.oracle.com/technetwork/database/database-technologies/bigdata-spatialandgraph
— White papers, software downloads, documentation and videos

* Oracle Big Data Lite Virtual Machine - a free sandbox to get started:
www.oracle.com/technetwork/database/bigdata-appliance/oracle-bigdatalite-2104726.html|

* Hands On Lab included in /opt/oracle/oracle-spatial-graph/
— Content also available on GITHub under http://github.com/oracle/BigDatalLite/

* Blog — examples, tips & tricks: blogs.oracle.com/bigdataspatialgraph
- ] @OracleBigData, @SpatialHannes, @Jeanlhm  [fi] Oracle Spatial and Graph Group

ORACLE
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Introduction to Graph analytics
Youtube videos

* What is Oracle Big Data Spatial and Graph?
https://youtu.be/t9pJlhzZKOE

How can graph analytics help my business?
https://youtu.be/0dJNzBi7B-k

Detecting anomalies with Oracle Big Data Spatial and Graph
https://youtu.be/nfP6HDOIMjY

Generating recommendations with Oracle Big Data Spatial and Graph
https://youtu.be/9LRIF30f-Hs

ORACLE



https://youtu.be/t9pJJhzZKOE
https://youtu.be/0dJNzBi7B-k
https://youtu.be/nfP6HDOImjY
https://youtu.be/9LRlF3of-Hs

Integrated Cloud

Applications & Platform Services

ORACLE’
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