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2. Exadata Cloud at Customer Security

3. Self Securing Autonomous Database
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What Does it take to Secure your Infrastructure Today?

78 percent of organizations use more
than 50 discrete cybersecurity
products to address security issues

37 percent use more than 100
cybersecurity products.

« The large number of security products used by
organizations drives up complexity and
integration costs.

« QOrganizations want vendor consolidation to
simplify operations and reduce overall costs.

Sources:
Oracle and KPMG Cloud Threat Report 2020
Gartner: Top Security and Risk Management Trends 2021
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83% of Organizations Pursuing a Vendor Consolidation
Strategy Have Been Doing So for at Least One Year

Pursuing/Plan to Pursue Vendor
Consolidation Strategy

20%
We have no plans
to pursue a vendor
consolidation strategy
in next 2-3 years _
29%
We are
currently
pursuing
a vendor
consolidation
. Strategy

51%

We plan to
pursue a vendor
consolidation
strategy in next
2-3 years

n = 391,all respondents; excluding don’t know
J! Uoas your organizat) have plans to pursue a vende

n 5t g
Source: 2020 Gartner Security & 1AM Solution Adoption
Trends Survey

[Date]

Duration of Vendor
Consolidation Strategy

. = Less
* Than1Year - L
3to5 Years - 25%
More Than
5 Years . 7%

i_ , .
0% 30% 60%
n =114, currently pursuing a vendor consolidation
strategy (Q12); excluding don't know
(®2 For b ow | 'I.‘] NS YOUr ¢« ("2 uzat ) pursyed r Yanoos

consolidation strategy?
2020 Gartner Security & 1AM Selution Adoptior



https://www.oracle.com/security/cloud-threat-report/
https://www.gartner.com/document/3999990

Will More Tools Result in Better Security?

Customers don’t get breached because they don’t have the tools. They get

breached because the tools are too complex

Integration @

A lot of security tools!
Many different APIs

Interoperability .&%i.

Customers have to put tools
together themselves

Users

Ease-of-Use
No real instructions

Experts required

Monitoring
Multiple dashboards & workflows

Many vendors

What if there is a better way?
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Oracle’s Security Principles

Making security Simple, Prescriptive and Integrated

Oracle Security
Principles

Ease of use

Transparent

Automated
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Simple: ‘Always on’ security posture. Easy

defaults for developing and running apps

Prescriptive: Recipes to enforce security

posture, automated baseline management

Integrated: Unified Security and Identity

across laaS, PaaS and SaaS

Offer “at cost” to eliminate the cost/security

tradeoff




Integrated and Automated Security from Data to Identity

Defense in Depth

®
= @ @'I%e. )

Compute Networking Monitoring & Internet & Edge
Prevention

* Cloud Guard * Global PoPs

Identlty . Encryption at Rest ® *  Root of Trust *  Virtual Cloud Network

*  Encryption in Motion *  Off-box Networking * Interface Segmentation * Security Zones *  DDoS Protection
- TLS *  Harden Disk Images *  Private Networks *  Vulnerability S_cannlng *  WAF Protection
. ) _ . DataSafe +  Autonomous Linux *  FastConnect * Threat Detection * SD-WAN
Identity Federation 0 MG . Certificates «  Secure VPN * Logging/Flows
* Role-Based Policy . ; o i * Governance
. *  Custom Keys Hardware Security Bastion 1
%ompartments & - Managed Vault Modules « P2P, NAT, DRG + Compliance
ageing * Oracle Vault Cross Gateways

* Instance Principals

- Resource Principals Regional Replication and

Asymmetric Keys
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A Tale of Two Clouds:
Better Protection Through Built-In Isolated Network Virtualization

15t Generation Clouds: 2"d Generation Cloud:
Most Prevalent Today Oracle Cloud Infrastructure Wide

VM/ VM vm/
o |ras+

5

vMm/ vM/ vm/
Guest Guest Guest
0S oS 4 oS

4

Container (Optional)
Hypervisor

Sz Separates
Network and
Tenant

Environment

Network Virtualization

Isolated Network
Virtualization

To / From Other Tenants To / From Other Tenants
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Isolation: Threat Containment & Reduced Risk Built Into the Architecture

15t Generation Cloud Oracle 2"d Generation Cloud

VM/ VM vm/

Cuoct L Cuoct

S

vM/ M/ vM/

G(Gliest Gliest Guast VM/ VM/

Guest Guest

0s ) ) O oS

4

VMm/ VM/ vMm/
Guest Guest Guest
oS oS (6N

Container (Optional) Container (Optional)
Hypervisor Hypervisor

Server Virtualization Server Virtualization
Hypervisor Hypervisor
Network Virtualization Network Virtualization

Ve

Isolated Network

Virtualization Security

Prevents Lateral
Movement

Isolated Network Isolated Network
Virtualization Virtualization
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Advanced Control: Bare Metal & Dedicated VM Options

Customer Dedicated

Data is kept Isolated from Oracle & Other Instances

e Choice of Bare Metal or VM

e No Oracle code on BM

- e e s ew a=m

* Customer controls host entirely

* Oracle personnel have no
access to Host

* Provides utmost data privacy

ORACLE ORACLE’

Oracle Dedicated

Manages Access Control, APIs and Telemetry y
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But not every organization or workload can easily use the public cloud

@ Data Residency and Security
» Regulations or policies require data to be local = | -

» Requirements to protect data in specific ways L

Response Time

 Real-world systems require low latency

» Hard to disentangle one system from others

—= Perceived Risk

-@ « Concerns about multi-tenant cloud

» Concerns about cloud provider access to data
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Simplest for Deploying Mission-Critical Databases Where You Need Them

Traditional On-Premises Public Cloud or Dedicated Region Cloud@Customer

Exadata Database Machine Exadata Cloud Infrastructure

4=

Exadata Cloud@Customer

4=

Customer Data Center Oracle Cloud Customer Data Center
Purchased Subscription Subscription
Customer Managed Oracle Managed Oracle Managed
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Operator Access Control (OpCtl)

Enhanced security for regulated industries
Oracle

OpCtl enables customers to grant, audit, and revoke access to Exadata G
Cloud@Customer infrastructure managed by Oracle (\
m Requests

U
* when they have access / Access

Customers control access to infrastructure by Oracle operators to limit:

« components they can access 4

- commands they can execute A Customer
®

Observe and record Oracle operator commands and keystrokes «
that Oracle staff execute — @

Approves, Logs,
Terminates Access

Finil

Terminate Oracle operator connections at discretion

Significantly more control than other cloud vendors
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Oracle Autonomous Database on Exadata Cloud@Customer
Automates the entire database stack

I Oracle
I Cloud

Autonomous
Database

Complete Complete Automated
Infrastructure Database Data Center Operations
Automation Automation with Machine Learning
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Autonomous Database on Exadata Cloud@Customer
Multi-VM autonomous clusters Improve database consolidation efficiency and cloud economics

Autonomous Database Service

and

Exadata Database Service

run concurrently

on the same infrastructure
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Autonomous Database is Self-Securing

Only Databases are exposed to users — SQL access only
* No highly privileged access — no SYSDBA access

* No login allowed to CDB - only login to PDB
* No callouts to OS allowed @

Database Vault's Automatic protects customer

data from Oracle operations staff

Oracle automatically applies security updates for the entire stack
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Self-Securing | Encryption by Default
Secure by default

Encryption for Data at Rest @

« Automatically configured

« All application data is encrypted within
the database at the tablespace level

« Database Backups are also encrypted
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Self-Securing | Encryption by Default
Secure by default

Encryption for Data at Rest @

Encryption for Data in Motion

&

« Automatically configured

« All application data is encrypted within
the database at the tablespace level

« Database Backups are also encrypted
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Automatically configured

All network access is encrypted to and from
the database

Choice of two methods
Oracle Native Network Encryption

Transport Layer Security (TLS) v1.2
(default)

Oracle client credentials can be downloaded
via encrypted wallet files




Self-Securing | Encrypting Data
Customer Managed Keys

ADB now provides two options for encrypting

= ORACLE Cloud earch for resources, servi u ion US East (Ashburn) v \:\ f‘i"ﬁ ‘5'

the data in your database: =

Create Autonomous Database

=
=
(=]

« Oracle-managed encryption keys (default)

2% Hide Advanced Options

« Customer-managed encryption keys

Encryption Key Tags

Choose encryption management settings
Encrypt using Oracle-managed keys
Oracl

OEn
You
Vault in (Change Compartment)
tuzlavault
Master encryption key in (Change Compartment)
tuzlakey
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Self-Securing | Encrypting Data

Customer Managed Keys
ADB now provides two options for encrypting
the data in your database:

« Oracle-managed encryption keys (default)

« Customer-managed encryption keys

Customer managed keys integrates with
Oracle Cloud Infrastructure Vault service

« Need to create an OCl Vault and a Master
Encryption Key inside the vault

« Optionally, you can also import your own key
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ORACLE Cloud Search for resources, services, and documentation

Secrets

List Scope

Maria_Vault

Edit Name Add Tags Move Resource elete Vault

Vault Information Tags

General Information
Compartment: Virtual Private: No

OCID: ..f2epua Show Copy Cryptographic Endpoint

Created: Thu, Jun 10, 2021, 18:22:06 UTC

SM Key Version Usage: 10 (1)
Y ge: 10 () Management Endpoint:

Master Encryption Keys in adwctrainingd (root) Compartment

reate Ke
Name State Protection Mode (7) Algorithm Created
mcolgankey ® Enabled HSM AES L:‘::
mcolgankey?2 ® En HEM AES Tue, Jun 15,

utc

2021, 22:27:2




Self-Securing | Encrypting Data

Customer Managed Keys

ADB now provides two options for encrypting

the data in your database:
. Maria_Vault
« Oracle-managed encryption keys (default)

« Customer-managed encryption keys

General Information

Compartment: Virtual Private: No

Customer managed keys integrates with e S
Oracle Cloud Infrastructure Vault service ’
* Need to create an OCl Vault and a Master Mastor Enorvotion Kove 1 aduvetai
. ] . Rescurces aster Encryption Keys /n adwctraining5 (root) Compartment
Encryption Key inside the vault
seerets Name « | State Protection Mode (7) Algorithm Created
« Optionally, you can also import your own key mogier g s

Rotating customer-managed master keys
triggers ADB to generates a new TDE master key

« Operation is fast and does not require downtime
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Self-Securing | Oracle Database Vault
Mitigate Risks Posed by Misuse Privileged Database Accounts

(™) Oracle Database Vault controls privileged users' access to

Application _&  cstomer data
Users M BR

« All Customer data is stored in a realm-protected area

 Restricts privileged users’ access to realm-protected data

g SALES « Attempts to bypass realms are audited
Cuétaot?er » Enforces enterprise data governance, separation of duties, and least
Oracle e privilege
Database Protected Area

Administrators
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Self-Securing | Auditing

Users are unable to disable security configurations

« Autonomous Database leverages Oracle Unified Audit to capture security-relevant activity

* Login failures

« Changes to users, including creation of new accounts, grants of privileges or roles —_—

« Changes to database structures, including tables, procedures, and synonyms — X
| V

« Customers have access to all audit data via the UNIFIED AUDIT TRAIL View

 The pBMS FGA package can be used to add more polices
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Self-Securing | Auto Patching
Automatic patching without downtime

Automatic Patching of all components

.. L. Firmware, OS, Hypervisor, Clusterware, Database
7 (on-demand for critical security issue)

) ) ) ) Database is continuously available to application
! Patches applied in a rolling fashion across / PP

."‘ SAE rerlEs Al SveEaiE storage servers Applications using Application Continuity

best practices, run without interruption

Customer can adjust patching window within

Patching is automatically scheduled a time range on Dedicated deployments
Next patching windows shown on console

Note: Early access to patches now possible on both Shared & Dedicated Infrastructure
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Self-Securing | Separation of Duty
Security is a shared responsibility

Oracle automatically takes care of However, there are still areas of security that
_ need to be managed by the customer
« Data encryption by default
« Ongoing security assessments

Network security and monitoring

Users & Privileges

OS and platform security

Sensitive data discovery

Database patches and upgrades

Data protection

Administrative separation of duties

Activity auditing
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Self-Securing | Oracle Data Safe
Automated Data Protection

Unified database security control center
« Security configuration assessment

. User Assessment

« User risk assessment o

« User activity auditing

Security Assessment

B High Risk: 33
Medium Risk: 22

B Critical Risk: 47 Low Risk: 13

* Sensitive data discovery AEFIEED s
Medium Risk: 2
 Data masking Low Risk: 26
Data Discovery Top 5 categories

e B Employee Basic Data...
179 Public Identifiers: 37
17%  Columns B Address: 34

Compensation Data:...
‘ 2% Organization Data: 30
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Self-Securing | Oracle Data Safe
Automated Data Protection

Unified database security control center
« Security configuration assessment
. User Assessment
« User risk assessment o

Security Assessment

B High Risk: 33
« User activity auditing U e 522
« Sensitive data discovery High Risk: 9. <
Medium Risk: 2

° Data masklng Low Risk: 26

Defense in depth for all customers
- - - . Dat D' Top 5 categories
- Saves time and mitigates security risks ot Hiscovery
« No special security expertise needed 756 m Employee Bacic Data.
179 Public Identifiers: 37

Free with all Oracle Cloud Databases "% Columns % Address: 34

Compensation Data:...
‘ 2% Organization Data: 30
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Integrated and Automated Security from Data to Identity

Defense in Depth

®
= @ @'I%e. )

Compute Networking Monitoring & Internet & Edge
Prevention

* Cloud Guard * Global PoPs

Identlty . Encryption at Rest ® *  Root of Trust *  Virtual Cloud Network

*  Encryption in Motion *  Off-box Networking * Interface Segmentation * Security Zones *  DDoS Protection
- TLS *  Harden Disk Images *  Private Networks *  Vulnerability S_cannlng *  WAF Protection
. ) _ . DataSafe +  Autonomous Linux *  FastConnect * Threat Detection * SD-WAN
Identity Federation 0 MG . Certificates «  Secure VPN * Logging/Flows
* Role-Based Policy . ; o i * Governance
. *  Custom Keys Hardware Security Bastion 1
%ompartments & - Managed Vault Modules « P2P, NAT, DRG + Compliance
ageing * Oracle Vault Cross Gateways

* Instance Principals

- Resource Principals Regional Replication and

Asymmetric Keys
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Thank you.
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