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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
Information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upo
In making purchasing decisions. The development, release, and timing of any features
functionality described for OradBproducts remains at the sole discretion of Oracle.
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The Oracle and KPMG Cloud Threat Rej218

——— A Survey research @B0global
security leaders/practitioners

THE ORACLE AND KPMG : . :
BUD THREAT REPORT 2018 A Security, compliance issues that

Keeping Pace at Scale: The Impact of the Cloud-enabled impaCt OrgS On their CIOUd journe

Workplace on Cybersecurity Strategies

Topics impacting organizations:

A Cloud adoption and keeping pace at scale
A Global threat landscape

A Role of identity management

A Cybersecurity best practices

A Emerging security technologies
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Security Challenges

86%

85% 3.5million 16,937

of breaches open cybersecurity average alerts per feel traditional tools

are not sufficient to
manage security

exploited system jobs week per

vulnerability where by 2021 enterprise; only
patch was available 19% reliable and%

Investigated

THREAT LIMITED ALERT
EXPOSURE EXPERTISE OVERLOAD
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New Challenges and Oracle Answers
Increase IT EfficiencfreventCyberattacks IncreaseAutoremediation Capabilities

New Challenges

New Answers

Transformation to Cloud
A Oracle becoming a provider

A Customers applying clowfitst or hybrid
strategies

Digitalization
A exploding # of engboints to secure
A new compliance requirements
Threat landscape changing

A automated, frequent, highesourced
attacks

A 70% social engineeringidentity theft
emerges as major threat

ORACLE

Autonomous Operation
A Seltmanaged DB and other products

A In wider context: less human interaction
more auteremediation based on ML

Manageability
A predictive log analysis (BigData, ML)
A applicable patterns learnt elsewhere
ldentity SOC
A highly automated security governance
A on-prem, cloud, hybrid single Ul
A Identity context, auteremediation
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\ .
Compliance

AYour CSP needs to be
\ Independently certified
IS@7001(2701718), SOT/2
etc.

A For you to be trusted your whole
security management system
(ISMS) should also be certified to
the same standard

A Largeorganisationshavecomplex
regulatory requirements e.dsDPR
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Shared Responsibility Model

on-premises, hybrid, multicloud

Service configuration

Customer

laaS

Data
Apps
OS

Cloud
Service
Provider

ORACLE

Virtualization
Network
Infrastructure

Physical
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Comprehensive Security Controls for the Cloud

PHYSICAL ACCESS (IT STAFF

Access card Biometric Video Man Security
CUSTOMER ACCESS é scanner surveillance traps zones
@
TLS for HTTP, IP Address IPSec =— o
FTP encrypt filtering VPN E ..Elg DATA ACCESS
Lk o
Encryption Segregation Data
and redaction of duties masking
LOGICAL ACCESS (IT STAFF)
@
Desktop  Antivirus/ Personal VPN +2 &sﬁ :b\ INTRUSION DETECTION
: ; : -
encryption antispam firewalls factor auth Infrastructure . SIEM__ Network
Monitoring security
GOVERNANCE AND AUDITING e
— : T MOBILE SECURITY
Daily  Patch and Access Daily app = °
scans versioning reviews code scans Mobile device Application  Content Secure

management management management identity

ORACLE’




Agenda

E» New challenges and Oracle answers
B Understandyour security responsibilities
) New center of cybedefense: identity
B Maximiseintelligencedriven automation

B Quick peek into the SOC

L
DRACLE Copyright ©2018 Oracle and/or its affiliates. All rights reserved. |



ORACLE

|



Security Intelligence Delivered with Identity
|

Predict Prevent

Respond Detect
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NextGenerationUnified Data

END USER
EXPERIENCE/ACTIVITY
m" .,
APPLICATION .EET
MIDDLE TIER '.-
DATA TIER

VIRTUALIZATION ||_- {contanek

TIER "II CONTAINER

INFRASTRUCTURE
TIER
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Global Threat Feeds
CASB
Identity

Real Users
Synthetic Users

App metrics
Transactions

Server metrics
Diagnostics
Logs

Host metrics
VM metrics
Container metrics

CMDB/Compliance
Tickets
Alerts

SecurityEvents

Unified Platform
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INTELLIGENT,
UNIFIED PLATFOR

POWERED BY
MACHINE LEARNIN(

INFORMED BY A
COMPLETE DATA Sk

HETEROGENEOUS
AND OPEN




Powered By Machine Learning

END USER
EXPERIENCE
a" .,

APPLICATION =8

Global Threat Feeds
CASB
Identity

ANOMALY DETECTIC

Real Users
Synthetic Users

App metrics
Transactions

CLUSTERING

MIDDLE TIER r-

Server metrics
Diagnostics
DATA TIER Logs

CORRELATION

Host metrics
VM metrics
Container metrics

CMDB/Compliance Unified Platform

INFRASTRUCTURE Tickets
TIER L Alerts

SecurityEvents
ORACLE
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Automated Prevenve and Corrective Action

Infrastructure § Configuration Application Security IT Analytics § Log Analytics
\lelglite]qlgle & Compliancell Performance § Monitoring &

Monitoring Analytics

e

Incident Violation Application Threat Workflow Action on

. : L Saved Search
Response Remediation Scaling Remediation Stats Execution Log

Automated Response & Remediation (Orchestration Cloud Se@)

Legend
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Services Designed To Work Together

Application o Orchestration Security Monitoring an
Performance Monitoringé:b @ Analytics
Monitor real and synthetic users Execute automated remediation Detect, investigate, and remediate
and application performance and other tasks at cloud scale full range of security threats
Infrastructure ') IT Configuration &
Monitoring Analytics @ Compliance e
Monitor database and crosser Analyze business and IT data using ~Manage configuration and change
infrastructure performance pre-built apps and explorers against industry and own standards

Log CASB IDCS
Analytics - Cloud Access Security Broker |dentity Cloud Service

Aggregate, index, and explore the Security Governance of cloud usage ldentity and Access Mgmt in hybrid
entire enterprise log estate oShadow IE discovery environment, multicloud SSO, MFA

Systems Management Services (tire NOG) Security Services (fathe SOE)
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= ORACLE Management Cloud Security Monitoring and Analytics

*

Global SOC Status

Snapshot

=

Log Records

9.1B

Top Risky Assets

Incidents

5,263 Assets Monitored

Auto-Remediated B__ High Risk Assets
@ 5
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Top Risky Users

e High Risk Users
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2,318 Users Monitored
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Search Q  AlThreats v
Timestamp v Application User Severity Threat Category Status
Oct 02, 2017 03:21:36 RideShare Mary.Baker@Rideshare.com High Hijacked Account Incident Created
Sep 29, 2017 00:40:08 RideShare Alex.Johnson@Rideshare.com High Ransomware Incident Created, Patch Applied
Sep 27,2017 12:31:32 Support Bob.Anderson@Rideshare.com Medium Sensitive Data Exfiltration Auto-Remediated: Access Blocked

®
M~

Last 7 days:  Sep 26 3:00 PM-Oct23:00 PM W

Global Incidents Map

B Remediated Incident
_ H Open Incident

Threat Intelligence Statistics
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M Botnet
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7 M Incidents
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